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Out-of-the box robust software authentication server for enterprise security: a simple addition to

the existing infrastructure.

Static passwords are the weakest link in any security
infrastructure, as they can be easily guessed, stolen, and
misused. Two-factor authentication has proven to be the
best countermeasure against hacker attacks and password
fraud. VASCO’s solutions replace insecure static passwords
with dynamic One-Time Passwords, thus introducing a
higher level of security to the organizations of all sizes.

NEXT-GENERATION SOFTWARE AUTHENTICATION SERVER

Identikey® Server 3.1 is the next-generation centralized
authentication server that supports DIGIPASS® strong
authentication on the backend. It verifies authentication
requests from individuals trying to access the corporate
network or business applications and centrally administers
user authentication policies.

FITS VARIOUS ENTERPRISE IT ARCHITECTURES

Built around VASCO’s core VACMAN® authentication
platform, Identikey Server 3.1 is flexible yet robust enough
to offer the highest level of security in an admin-friendly
package. Developed using industry standards for data
communication, it is a good fit for large and small enterprise
network security implementations. Identikey Server 3.1
works well with most remote access tools such as SSL-
VPN, Firewalls, Intranets, Extranets, and a variety of web
applications. It can run on Windows and Linux platforms
without causing any of the headaches commonly associated
with the maintenance of two-factor authentication systems.

ROBUST

Supports remote user load from ten to tens of thousands.
Server failover and database replication available.

SCALABLE

Adding more users and/or applications is as simple as
purchasing more licenses.

SIMPLE INSTALLATION

Offers an intuitive installation wizard to guide through the
setup process from start to finish.

EASY MANAGEMENT

Offers a single web-based admin interface. This centralised
management tool is accessible via any web browser from
anywhere on the network allowing for remote administration
and bringing new opportunities for outsourced service
providers.

PAINLESS ROLLOUT

Built-in automated deployment function reduces the
helpdesk involvement. Identikey Server 3.1 offers

tools to facilitate a smooth rollout or migration from
existing products including Data Migration, Dynamic
User Registration, Provisioning for software and mobile
authentication, Password Auto Learn, Bulk Management,
Auto assign, and others.

LOW TOTAL COST OF OWNERSHIP

Runs seamlessly on the existing infrastructure and does
not require dedicated servers or appliances. Existing
databases do not need to be replaced as the data storage
can be integrated in Active Directory or in a variety of ODBC
compliant databases.

COMPLIANCE TOOL

Extensive reporting functionality together with the security
audit function can provide crucial input for helpdesk,
compliance, and accounting purposes.

FAMILY CONCEPT

Supports all existing and future VASCO’s hardware,
software, SMS, zero footprint, and mobile DIGIPASS
authenticators to satisfy the needs of various end user
groups.

VASCO offers you the INDEPENDENCE to stay securely connected anytime, anywhere
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KEY FEATURES
Centralized user management Compatibility
e \Web-based admin GUI e Compatible with a wide range of products from leading
e Microsoft Management Console Administration (MMC) network equipment manufacturers
e Performance of existing servers and applications is not

affected
e Supports RADIUS and web server environments
e Compatible with most firewalls and access servers

e Dynamic user registration
e \Works well with browser- based applications such as

Flexibl i d for DIGIPASS authenticat
* e>.<| ¢ assign prooe. “”,33 or authenticators Citrix Web Interface, SharePoint, Web mail access such as
e Policy-based authentication OWA. and others

e Password auto learning

Automated deployment function
e Bulk and auto management

Multi-platform support

Comprehtlansive audit a'nd r(?portiﬂg system | e Can be used on most common Server Operating Systems
* The audit console momtors incoming and outgoing such as MS Windows and Linux, both in 32 and 64 bit
RADIUS and web traffic * ODBC compliant database support
e Extensive XML or HTML-formatted reporting for helpdesk Active Directory integration
troubleshooting, system and security auditing, and
accounting
¢ | DAP lookup and authentication on AD, ADAM, and
eDirectory

e Security audit function

RADIUS Server

IDENTIKEY

Standard Radius Setup with Authentication Server
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About VASCO

VASCO® is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet Security applications and transactions.
VASCO has positioned itself as global software company for Internet Security serving customers in more than 100 countries, including several international
financial institutions. VASCQ’s prime markets are the financial sector, enterprise security, e-commerce and e-government.
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