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VASCO is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet Security applications and transactions.  
VASCO has positioned itself as global software company for Internet Security serving customers in more than 100 countries, including several international 
financial institutions. VASCO’s prime markets are the financial sector, enterprise security, e-commerce and e-government.

About VASCO

aXsGUARD GATEKEEPER 
FOR SME

The world’s leading software company specializing in Internet Security www.vasco.com

A full-featured aXsGUARD™ Gatekeeper for only  € 750

DIGIPASS GO 3 BUNDLE – DIGIPASS GO 6 BUNDLE
With a DIGIPASS GO 3 or DIGIPASS GO 6 hardware authenticators 
(tokens), access to your network is protected at all times. You no 
longer need to remember any passwords, because the DIGIPASS 
authenticators generate a one-time, numeric password for you.  

SSL-VPN PORTAL
Traditional VPN access to your company may not always be possible, due to limitations on specific network protocols. The SSL-VPN Portal 
allows you to set up a connection towards your company from anywhere, as it uses standard HTTPS. This allows users to access the 
corporate network using a standard Internet browser from an airport, a hotel or an Internet cafe. The SSL-VPN Portal on the aXsGUARD can 
be accessed after authentication with a DIGIPASS end user device. Users can then access the programs assigned by the administrator. 

ADVANCED NETWORKING
This module contains everything you need to optimize the capacity of your Internet lines, such as connecting multiple Internet lines, with 
failover or load balancing, setting the available bandwidth per protocol, even managing your own domain names (www.yourdomain.com) - 
everything is possible.

E-MAILSERVER
The aXsGUARD e-mail server is a full featured mail server enabling you to create and manage mailboxes. Users can access their e-mail 
on the aXsGUARD Gatekeeper using any e-mail client via POP3 or IMAP4. The use of the aXsGUARD mail server offers a range of e-mail 
communication options: an e-mail address for each user (with aliases), automatic replies (in the event of absence), automatic forwarding of 
e-mail to internal or external e-mail addresses, distribution lists (for example info@domain.com), automatic e-mail archiving, using multiple 
domain names, etc. The Webmail feature allows users to securely access their e-mail with any browser from virtually anywhere.

Everything an SME requires

The ideal entry model

Ideal for SMEs with 20 users or less

Easily upgradable for environments employing up to 200 users.
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THE aXsGUARD GATEKEEPER FOR SME
The aXsGUARD Gatekeeper is a complete network security solution for any SME with 2 to 20 employees. This appliance provides 
“out-of-the-box” security and network integration. With the aXsGUARD Gatekeeper, you can easily connect your SME network to the 
Internet and, thanks to its powerful built-in Firewall, you will have the adequate protection against hackers. 

The aXsGUARD Gatekeeper for the SME is loaded with special software to monitor and filter any undesired web and e-mail traffic, 
such as unwanted messages (SPAM), and Viruses. The built-in VPN server is easy to use and allows remote users to securely connect 
from virtually anywhere or to create secure networks between sites. 

The aXsGUARD Gatekeeper for SME can be equipped with a powerful anti-virus protection module (Optional - Trend Micro), which 
provides adequate defence against spyware & phishing software, so that you can surf and e-mail carefree and securely.

The aXsGUARD Gatekeeper for SME is a full-featured aXsGUARD appliance. No compromises were made in the functionalities of the 
included modules.  It is a fixed bundle assembled especially for the SME at an attractive price. What’s more, our à la Carte principle 
allows you to upgrade to higher performance categories. You can also add extra modules if your business requires them without losing 
your initial investment.

For example, you can upgrade the aXsGUARD Gatekeeper with a full SSL-VPN Portal, allowing your users to connect from anywhere, 
anytime to your internal network. You can even add a mail server so that you can communicate with your own staff and the outside 
world efficiently without purchasing a third party mail server.

HARDWARE – PERFORMANCE CATEGORY
The aXsGUARD Gatekeeper is equipped with state of the art hardware: a 19” 1U quiet and high-performance server with a 2 GHz Processor, 
2 Gb RAM and 4 Gigabit network cards. A 500 GB hard drive ensures that your SME has enough storage capacity for future upgrades. In 
order to maintain attractive prices for SME environments, the processor is scaled according to the Performance Category, which is assessed 
by the number of users and required modules. The aXsGUARD Gatekeeper for SME combines the Core OS with authentication, Firewall 
with IPS, Content Scanning, and a VPN server. In the Performance Category A, these modules can all be used by up to 20 users without 
any additional costs. If you choose to purchase additional modules, or require extra user capability, you can simply upgrade to a higher 
Performance Category, without changing your hardware or reinstalling software.

aXsGUARD GATEKEEPER CORE OS
The aXsGUARD Gatekeeper Core OS includes everything you need to manage your network security. The built-in DHCP Server and the 
advanced router options allow you to seamlessly connect your company’s network to the Internet. The configuration GUI, accessible with any 
browser, ensures a simple configuration of the aXsGUARD Gatekeeper. Groups and users can be imported straight from an Active Directory 
server, hereby saving configuration time. Users are automatically logged on to the system via Single Sign-On (SSO). This makes it possible to 
tailor the firewall, surf and mail rights at the user level, regardless of the PC from which they authenticate. In addition, the VASCO DIGIPASS® 
offers “out-of-the-box” authentication; there is no need to install additional software to use strong passwords. The maintenance contract 
offers you the option to automatically save a backup of your configuration on VASCO® servers. This is useful in case an urgent recovery is 
needed. The latest backup can be swiftly restored on the replacement appliance. This means you don’t need to reconfigure the replacement 
from scratch, which minimizes the downtime. A link to the VASCO Service Centre allows you to always keep track of the latest available 
software version for your system. You can choose to perform the updates automatically or manually.

FIREWALL AND IPS
The aXsGUARD Gatekeeper SPICT Firewall ensures that your network is securely connected to the Internet and gives hackers no opportunity 
to break in. You can also easily block traffic to certain Internet services from within. The most common rules and policies (such as web, mail, 
MSN etc.) are pre-defined so that all you have to do is assign them to computers, users, or groups according to your needs. The Intrusion 
Prevention System (IPS) provides extra protection in addition to the SPICT Firewall. It scans allowed data traffic for any unusual patterns, 
which might constitute an attack. This way, even the most complex attacks can be offset and specific programs can be blocked.

VPN
A Virtual Private Network (VPN) is a secure communication channel, which allows you to extend your company’s network to another 
location over the Internet. aXsGUARD Gatekeeper uses IPSec (IP security) and PPTP (Point to Point tunnelling Protocol) protocols and 
encryption methods as standards to ensure that the data carried by these VPNs is protected and cannot be read by others. To prevent 
password guessing or theft, you can protect the VPN connection with DIGIPASS authentication.

CONTENT SCANNING AND ANTI SPAM
This module provides the most important communication functions.  
The proxy provides Internet access to all authorised users. It saves 
requested web pages locally, hereby speeding up access to frequently 
accessed Internet pages. It also allows you to record and monitor all 
Internet traffic in an extensive log file. The web filter determines whether 
or not given sites may be accessed during a certain period, e.g. during 
working hours. It also allows you to block downloads of potentially 
dangerous files, such as exe files. The SMTP relay handles all e-mail 
traffic, on aXsGUARD or on your own mail server such as MS Exchange 
or Lotus Notes. The e-mail filter checks all incoming and outgoing mail 
according to the settings of the sender and the receiver.  In other words, 
you can define yourself by whom, to whom, what, where and when 
e-mail may be sent, at the e-mail address level. An intelligent scanning 
mechanism detects advertising e-mails (spam) and instantly rejects 
unwanted mails. Undesired messages are quarantined on the hard drive, 
or are tagged as ***Spam*** in the message subject line. Before delivery 
to the users’ inbox, messages are scanned for viruses. An overview of 
network activity is provided by a detailed statistics screen. You can see 
immediately who is accessing the Internet, which sites are being visited 
when and for how long.

EXTENSIONS
The aXsGUARD Gatekeeper bundle for SMEs can be simply upgraded at any time with additional modules allowing it 
to grow with your company carefree. The ingenious update system allows you to test the update before its definitive 
implementation. The existing setup will continue to operate as normal. By expanding the bundle with other modules, 
you might need an increase in performance, or a decrease in the number of users. An easy updating process allows you 
to increase the performance, just by paying the difference between the old and the new system. This helps you to get 
the most out of your initial investment.

 

TREND MICRO ANTI-VIRUS, ANTI-SPYWARE AND ANTI-PHISHING
The built-in anti-virus scanner checks all mails for viruses. For additional and a more advanced protection, we recommend the use of 
multiple anti-virus scanners. In addition, this upgrade also scans e-mail and Internet traffic for malware such as spyware and phishing 
sites.

APPLICATION FIREWALL
This module protects internal web servers, such as Outlook Web Access, Citrix, or your Intranet against hackers. DIGIPASS authentication 
can be implemented to secure these servers and restrict access to authorized users only.


