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aXs GUARD Gatekeeper
A full scale authentication appliance, the aXs GUARD Gatekeeper is the most  
cost-effective authentication appliance on the market, targeted for the SME market. 
Optional modules allow you to organize your total network connectivity security in a 
structured and integrated method.

STRONG USER AUTHENTICATION IN AN APPLIANCE 

Built around VASCO’s solid and proven VACMAN core technology, aXs 
GUARD offers strong user authentication for any Radius client, and allows 
the administrator to set policies and rules for any Radius client.

The built-in synchronization with Microsoft Active Directory and Novell 
e-Directory ensures easy setup and configuration. The web-based 
interface allows you to access this authentication appliance from any 
browser. 

MODULAR STRUCTURE

On top of the aXs GUARD Gatekeeper authentication appliance, you 
can add up to 8 different modules to help integrate complex security 
functions based on your company’s needs. The additional modules can be 
activated at any given time. Collectively, these modules provide the most 
comprehensive security solution on the market. The seamless integration 
of these modules ensures a carefree solution that is easy to master and 
can be activated at any time.

APPLICATION FIREWALL

The application firewall for http(s) and ftp allows you to quickly integrate 
strong user authentication to your websites and protects web servers 
against various internet hacks.

When strong user authentication is applied to Outlook Web Access or 
Citrix, it provides User Pass-through.

FIREWALL WITH DMZ AND IPS

With today’s systems operating 24x7 and broadband connections now 
commonplace, your risk of exposure is increasingly high. aXs GUARD’s 
Intrusion Prevention and SPICT Firewall offers protection against 
sophisticated hack attacks and ensures that your confidential information 
stays confidential. 

CONTENT SCANNING WITH ANTI-SPAM AND ANTI-VIRUS

Security needs vary with each company; sometimes even between 
departments and users with different levels of authority for web and mail. 
The content scanning module allows you to set the security for each 
user, defining limitations of who can surf where and when, and provides 
statistics of all visited sites. Full activity logging, reporting and monitoring 
capabilities will minimize your liability in the event of illegal employee 
activity.

Save time and money by eliminating unsolicited email from entering 
your employees’ mailboxes. aXs GUARD’s Filter Controls eliminate time-
wasting junk mail (Spam), restrict internet downloads and quarantine 
resource-consuming or potentially damaging email attachments such as 
‘.exe’, ‘.bat’,‘.mp3’,etc. files. Through SPAM scores you can fine-tune the 
way mail is quoted per user/mailbox. Before mail is released to the mail 
server, it has already been checked by basic antivirus scans.

TREND MICRO ANTI-VIRUS and ANTI SPYWARE PROTECTION

Secure email is vital for efficient business communications. A virus can 
infect your system, resulting in several costly days of downtime. All 
Internet traffic passing through the Proxy or mail-relay server is scanned 
for viruses, spyware, phishing, content, etc. by Trend Micro’s Anti VIRUS, 
Anti SPYWARE and Anti PHISHING module. aXs GUARD’s Trend Micro 
Anti-Virus checks the most recent virus tables every 15 minutes to secure 
your network from the latest threats.

REMOTE CONNECTION and SSL-VPN

Virtual Private Networks (VPNs) provide the freedom to work securely 
from home or abroad with full access to system resources. VPNs are ideal 
for linking distributed enterprises and supporting mobile workers. SSL-
VPN allows users to securely connect to applications from any computer 
via a standard web browser.

MAIL SERVER

If you don’t own your own e-mail server, this module can be activated on 
the aXs GUARD Gatekeeper for a quick and easy way to set up your own 
mail server for all your needs, including webmail. (Not available on AG 
5526.)
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VASCO designs, develops, markets and supports patented DIGIPASS®, DIGIPASS PLUS®, VACMAN®, IDENTIKEY® and aXs GUARD® authentication products 
for the financial world, remote access, e-business and e-commerce. With tens of millions of products sold, VASCO has established itself as the world leader 
in Strong User Authentication for e-Banking and Enterprise Security for blue-chip corporations and governments worldwide.

About VASCO

AUTHENTICATION MODULE

Authentication makes it possible to link surf, mail, firewall and VPN 
access rights to the user/group instead of a computer/network. The single 
sign-on program uses the network logon from MS Windows or Linux to 
authenticate a user on aXs GUARD. Synchronization with Active Directory 
and Novell e-Directory saves time.

EASY SETUP

aXs GUARD’s easy set up and user friendly, web-based interface make 
managing your communications a breeze.

LOW OPERATING COST

aXs GUARD achieves low Total Cost of Ownership with highly reliable 
hardware, add-on modules, and competitive support contracts. Three 
hardware models allow you to choose your connectivity needs. Our unique 
performance categories allow upgrades for an incremental price increase. 
No need to swap systems and no risk of losing data.

AUTOMATED MAINTENANCE AND SUPPORT

Administrative tasks are reduced with automated backups ensuring your 
latest configuration is always available. 
Automated updates provide the aXs GUARD GATEKEEPER with the latest 
software version and virus updates without user intervention.  
Maintenance contracts allow you to upgrade on the fly, to more powerful 
models at only the price difference.

HARDWARE

Available models:

AG 3504: With 4 Gigabit interface and a SATA hard disk of 500 GB for 
logging and mail 
Supports Performance categories A/B/C/D/E

AG 5506: With 6 Gigabit interface and a SATA hard disk of 500 GB for 
logging and mail 
Supports Performance categories C/D/E/F/G/H

AG 5526: With 6 Gigabit interface and a Solid State disk of 64 GB for 
logging and mail 
Supports Performance categories C/D/E/F/G/H
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