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DIGIPASS GO 7

Single-button strong authentication device
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DIGIPASS GO 7 is a FIPS 140-2 Level 2 Certified one-time password (OTP) hardware token — a convenient single-button
authentication device that boosts security while providing unmatched user acceptance. DIGIPASS GO 7 also supports
VASCO’s Multi OTP technology, offering enhanced security for organizations who need to secure multiple applications with

a single DIGIPASS.

WHY CHOOSE DIGIPASS GO 7?

Banking and Finance Institutions can effectively combat internet
banking fraud and improve security and convenience for users by
replacing static or paper-based password systems.

Healthcare Providers can deploy a convenient, single-button
authenticator that satisfies requirements for EPCS two-factor
authentication and EHR Stage 2 Meaningful Use while simplifying the
experience for healthcare staff.

Enterprise Organizations can economically deploy a comprehensive,
scalable, high performance two-factor authentication solution for secure
network/remote access.

A global leader in authentication, electronic signatures, and identity management

DIGIPASS GO 7 BENEFITS

Easy to Use: With the DIGIPASS GO 7, a user simply presses one
button to generate a one-time password (OTP), enabling secure log into
an application, website or network. And being the thinnest authenticator
in the “GO” series, this slim hardware device is easy for users to carry,
and complies with standard postal regulations in several countries.

Easy to Customize: The elegant design of DIGIPASS GO 7 can be
enhanced with your corporate logo, branding and custom colors. A
transparent lens protects your logo and branding from normal wear and
tear.

Easy to Integrate: DIGIPASS GO 7 is fully interoperable with other
DIGIPASS authenticators, and works seamlessly with VACMAN and
IDENTIKEY authentication management products, as well as with over
50 different VASCO partner applications.

Easy to Deploy: The integration of DIGIPASS GO 7 into an existing
network is simple and swift. Static passwords or existing TAN lists (pre-
printed lists of TransAction Numbers) can instantly be replaced with the
more secure DIGIPASS GO 7 dynamic password.
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DIGIPASS GO 7 PRODUCT FEATURES CERTIFICATION AND COMPLIANCE
¢ One-button operation for one-time password generation Storage temperature | -10° C t0 50° C; 90% | IEC 60068-2-78
e Strong two-factor authentication, based upon possession of RH non condensing (damp heat)

DIGIPASS and (option) the knowledge of a password IEC 60068-2-1 (cold)
* Supports VASCO's Multi OTP technology Operating 0° Cto 45° C;85% RH | IEC 60068-2-78
e DIGIPASS time and/or event based algorithms temperature non condensing (damp heat)
e Remote host authentication IEC 60068-2-1 (cold)
e Customizable OTP length, OTP refresh frequency (for time Tampering Tamper evidence ISO 13491-1

based algorithms) and welcome message
o Easily customized with cororate logos. branding and Water resistance Waterproof IPx7 (1 ISO 60068-2-18 or IEC

y P 908, g meter during 30 min) | 60529

company colors

o Tamper evidence Vibration 10t0 75 Hz; 10 m/s2 | IEC 60068-2-6
Drop 1 meter IEC 60068-2-31
TECHNICAL SPECIFICATIONS —
° We|ght 13 grams Emission EN 55022
¢ Dimensions: 9,5 x 25 x 48mm Immunity 4 KV contact EN 55024
« Display: high contrast 8-characters LCD discharges
e Keypad: one-button 8 kV air discharges
e Real-time clock 3V/m from 80 to
o Supported algorithms; 1000 MHz
* DIGIPASS event and time based (DES, 3DES and AES) Security Certification | FIPS 140-2 Level 2
* OATH event (HOTP) or time (TOTF) based (on demand) Compliant with o CE: 89/336/EEC or 2004/108/EC
* Battery: non-replaceable, lifetime expectancy 7 years European directives | o RoHS: 2002/95/EC
e WEEE: 2002/96/EC
About VASCO

VASCO is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet Security applications and transactions.
VASCO has positioned itself as global software company for Internet Security serving customers in more than 100 countries, including several international
financial institutions. VASCO’s prime markets are the financial sector, enterprise security, e-commerce and e-government.
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